TitanHQ

WebTitan

WebTitan Azure AD Enterprise App

The WebTitan Azure AD Enterprise App is a built-in component of DNS Proxy. It is responsible for synchronizing Azure AD User & Groups to DNS
Proxy. It regularly performs scans of the Azure sign-ins to find new sign-ins for Users. It pairs the user with the IP of the Virtual Machine that was
signed into so that WebTitan Cloud can apply policies to those users.
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Prerequisites for the WebTitan AzureAD Enterprise App

The WebTitan AzureAD Enterprise App requires access to the (Azure AD) reporting APIs to provide you with User sign-in data.

The WebTitan AzureAD Enterprise App uses OAuth to authorize access to the MS Azure APls.

To Deploy DNSProxy and access the functionality of the WebTitan AzureAD Enterprise App the following has to be done:

N o wvos wn o

. License Requirements

. Deploying DNSProxy
. Assign roles

Reqgister DNSProxy/WebTitan AzureAD Enterprise App as an application

Grant API permissions

Add Custom Role Assignment

Gather configuration settings

License Requirements

To access the sign-in reports for a tenant it must have an associated Azure AD Premium license. Azure AD Premium P1 (or above) license is required
to access sign-in reports for any Azure AD tenant. Alternatively, if the directory type is Azure AD B2C, the sign-in reports are accessible through

the APl without any additional license requirement.

Deploying DNSProxy

DNSProxy is made available via an Azure App hosted by TitanHQ on its Azure Directory. This app needs to be made available on the target tenant
to deploy DNSProxy.

Make DNSProxy-Distribution-Prod App available to External Organisation:

1.

In the Azure portal, select Azure Active Directory from the left navigation pane.

»

&

= Storage accounts

" Monitor

| Resource groups

. Azure Active Directory

Create a resource
Home
Dashboard

All services
FAVORITES

All resources

App Services
Function App

SQL databases
Azure Cosmos DB
Virtual machines

Load balancers

Virtual networks

Advisor
Security Center
Cost Management + Billing

Help + support



https://portal.azure.com/
https://portal.azure.com/
https://portal.azure.com/

2. Take note of your Tenant ID <Tenant 2 ID>

Home

o Default Directory | Overview

ctive Directory

@> Switch tenant [ Delete tenant -+ Create atenant [ What's new &5 Preview features C Got feedback?

; A
© Overview

“/  Getting started

0 Azure Active Directory can help you enable remote work for your employees and partners. Learn more

El

Preview hub

A Diagnose and solve problems

Default Directory

Manage =
O Search }‘."L_E'\H' tenant
aa Users
&8 Groups 2 Tenant information @ Azure AD Connect
B2 External Identities
Your role Status
ai» Roles and administrators Global administrator More info Not enabled
& Administrative units License
Azure AD Free Last sync
i% Enterprise applications Sync has never run
fenant 1D
3 e I
% App registrations Primary domain

N . molloytphotmail.onmicrosoft.com
.y Identlty Governance yip =

&2 Application proxy

3. Open a new tab in your browser and enter the following URL:

https://login.microsoftonline.com/<Tenant Id>/oauth2/authorize?
client_id=a248315f-7d19-41c2-8acb-2619857956c9&response_type=code&redirect_uri=https%3A%2F
%2Fwww.microsoft.com%2F

a8 Microsoft

Permissions requested
DNSProxy-Distribution-Prod

unverified
This application is not published by Microsoft or
your organization.

is app would ke t

ead user |

jata as speciin oa Iy
The publisher has not provided links to their terms
for you to review. Y an change 1 f g

IMPORTANT: This will make the DNSProxy-Distribution-Prod App available to your tenant.



https://login.microsoftonline.com/
https://login.microsoftonline.com/
https://login.microsoftonline.com/

4. Navigate to the resource group you are going to launch DNSProxy into.

Home > Resource groups

external-organisation-azure-ad-agent

A external-organisation-azure-ad-agent | Access control (IAM)

Resource group
> Search (Ctrl+/)
Overview
Activity log
Access control (IAM)
Tags

Events

Settings
& Deployments
)

B

Security
Policies

oy
e

)

Properties

Locks

Cost Management
Cost analysis

Kl Cost alerts (preview)

o

| «

~

-+ Add  Download role assignments

Check access  Role assignments Roles  Deny assignments

My access
View my level of access to this resource.

View my access

Check access

Review the level of access a user, group, service principal, or
managed identity has to this resource. Learn more f

Find @

User, group, or service principal

Search by name or email address

O Got feedback?

Classic administrators

Grant access to this resource

Grant access to resources by assigning a role.

Add role assignments

Learn more

View access to this resource

View the role assignments that grant access to this and
other resources.

View Learn more (4

5. On the Add role assignment pane, add:

Add role assignment

Role

Contributor G

Assign access to

User, group, or service principal

Select

DNSProxv-Distribution-Prod

Mo users, groups, or service principals f.,

Selected members:

DMNSProxy-Distribn

Discard

Remove

St

X




a. In the Role dropdown, select Contributor.
b. In the Assign access to dropdown, select User, group, or service principal.
c. Select DNSProxy-Distribution-Prod.

d. Click Save.

Deploy DNSProxy into Resource Group of an External Organisations Tenant

IMPORTANT: You must launch DNSProxy into an existing ResourceGroup with an existing VNet & NetworkSecurityGroup.

The Subnet you launch DNSProxy into must have an NSG associated with it.

To access the Ul HTTPS or HTTP ports must be open on the VNet.

As a part Port 7780 will be open on the NSG, this port is required for DNSProxy to communicate with other DNSProxies in your
Azure estate.

NB: You must have the Azure CLI installed on the computer you run the DNSProxy Installer on. If you need to add the azure cli module to
your powershell or bash shell please see Microsofts instructions which are available at Azure CLI

NB: You must have a default ssh key in your ~/.ssh folder (C:\Users<username>.ssh). If you do not have one you can generate one in
powershell with the following command: "ssh-keygen -m PEM -t rsa -b 4096".

The Azure DNSProxy Installer is available for download at DNSProxy Azure Installer

When you run the Installer, it will launch a CLI where you will be asked for the following information:
a. Your Tenant Id.
b. The suffix for TitanHQ-DnsProxy- VM e.g. if 1 the VM name will be TitanHQ-DnsProxy-1.
c. Name of the existing Resource Group DNSProxy will be launched into.
d. Name of the existing VNet DNSProxy will be launched into.
e. Name of the existing Subnet DNSProxy will be launched into.

IMPORTANT: This will launch DNSProxy into your resource group.

Assign roles

To get access to the reporting data through the API, you need to have one of the following roles assigned:

e Security Reader
e Security Administrator
¢ Global Administrator


https://docs.microsoft.com/en-us/cli/azure/install-azure-cli
https://wtcdownload.titanhq.com/dnsproxy/azure-installer/win-64/DnsProxy-AzureInstaller.exe

Register DNSProxy/WebTitan AzureAD Enterprise App as an application

Registration is to access the reporting & management APIs. The registration gives you an Application ID, which is required for the authorization
calls and enables the WebTitan AzureAD Enterprise App to receive tokens.

To configure your directory to access the Azure AD reporting API, you must sign in to the Azure portal with an Azure administrator account that is
also a member of the Global Administrator directory role in your Azure AD tenant.

To register an Azure AD application:

1. In the Azure portal, select Azure Active Directory from the left navigation pane.

— Create a resource
ﬁ Home
E4] Dashboard
— All services
% FAVORITES
-EE All resources
(") Resource groups
@ App Services
Function App
ﬁ SQL databases
$ Azure Cosmos DB
u Virtual machines
&> Load balancers
= Storage accounts
Virtual networks
® Azure Active Directory
) Monitor
& Advisor
0 Security Center
(_ Cost Management + Billing

M Help + support

2. In the Azure Active Directory page, select App registrations.

F

U TitanHQ | Overview

B85 External Identities

& Roles and administrators

3. From the App registrations page, select New registration.

Home > TitanHQ

) TltanHQ | App registrations =
Azure Active Directory

< -+ New registration @ Endpoints ﬁ Troubleshooting \L Download Preview features Q Got feedback?



https://portal.azure.com/
https://portal.azure.com/
https://portal.azure.com/
https://portal.azure.com/
https://portal.azure.com/
https://portal.azure.com/
https://portal.azure.com/

4. The Register an Application page:

Home > TitanHQ

Register an application

* Name

The user-facing display name for this application (this can be changed later).

LDNSPraxv

Supported account types

Who can use this application or access this API?
®) Accounts in this organizational directory only (TitanHQ only - Single tenant)
) Accounts in any organizational directory (Any Azure AD directory - Multitenant)
| Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.q. Skype, Xbox)

| Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now i1s optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v 2.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies

a. In the Name textbox, type DNSProxy .
b. For Supported accounts type, select Accounts in this organizational directory only.
¢. In the Redirect URL leave it blank.

d. Select Register.

Grant API permissions

You need to grant your app the following permissions:

API Permission
Microsoft Graph User.Read.All
Microsoft Graph Group.Read.All
Microsoft Graph AuditLog.Read.All
Azure Service :

user_impersonate
Management




1. Select APl permissions then Add a permission.

Home TitanHQ > DNSProx)

= DNSProxy | APl permissions =

D Search (Ctrl+/) () Refresh  Got feedback?

B overview : )
Configured permissions
& Quickstart

Applications are authorized to call APls
all the permissions the application needs. L

' Integration assistant

Manage - Add a permission '~/ Grant admin consent for TitanHQ

& Branding API / Permissions name Type Description Admin consent req...  Status

D Authentication V Microsoft Graph (1) wee
Certificates & secrets User.Read Delegated  Sign in and read user profile =

Token configuration

API permissions To view and manage permissions and user consent, try Entery

e

Expose an AP|

[

App roles | Preview

-
e

Owners
s Roles and administrators | Preview
M Manifest

Support + Troubleshooting

/? Troubleshooting

New su

rt

request

en they are granted permissions

e

by

y users/admins as part of the consent process. The list of configured permissions should includ:

1t

yrise applications

2. On the Request API permissions page, locate Microsoft Graph.

Request APl permissions

Select an API

Microsoft APIs  APIs my organization uses My APis

Commonly used Microsoft APIs

=\
O

[ S

Microsoft Graph

> AD, Excel, Intune, Outloc

Acc
single endpo

SS

ange, OneDrive, OneNote, ShareP

w

‘ Azure Data Catalog ‘ Azure Data Explorer
v

\\

Perform ad-hoc queries on terabytes of
data to build near real-time and complex

Programmatic access to Data Catalog
resources to register, annotate and

search data assets analytics solutions

O Azure DevOps

Integrate with Azure DevOps and Azure

O Azure Key Vault

Man your key vaults as well as the
keys, secrets, and certificates within your

Key Vaults

Azure Rights Management

N
L& Services

/S Azure Service Management

ad and write

Allow validated users to r

protected content

Programmatic access to much of the
functionality available through the Azure
porta

f the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
oint, Planner, and more through a

Azure Data Lake

Access to storage and compute for big
data analytic scenarnc

0 Azure Maps

Create location-aware web and mobile
applications using simple and secure
geospatial services, APIs, and SDKs in

Azure

e Azure Storage

je—

Secure, massively scalable object and

data storage for unstructured and
semi-structured data

3. On the Required permissions page, select Application Permissions.

Request APl permissions

C All APls

Microsoft Graph

/!'g\
https://graph.microsoft.com/ s 4
What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user

Application permissions

Your application runs as a background service or daemon without a

signed-in user




4. Expand AuditLog checkbox AuditLog.ReadAll.

Request APl permissions

CAll APIs

> AdministrativeUnit
> APIConnectors

> Application

> AppRoleAssignment
> ApprovalRequest

V AuditLog (1)

Auditlog.Read All

Read all audit log data

> BitlockerKey

> Calendars

> CallRecord-PstnCalls

> CallRecords

Discard

a. Expand User checkbox User.Read.All
b. Expand Group checkbox Group.Read.All
c. Select Add permissions.

5. On the Request API permissions page, locate Azure Service Management.

Request API permissions X

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APIs

Microsoft Graph

A\ i
i

f the treme amount of data ice 365, Enterprise Mobility + Security, and Window

rive, OneNote, SharePoint, Planner, and more through a

L Azure Data Catalog

B2 Azure vata Lake

Ac and compute for big

Azure.

(") Azure Rights Management

L& Services

e
. Azure Storage

s to read and wrie

porta semi-structured data

6. Expand Permissions checkbox user_impersonate and Select Add permissions.

Request APl permissions X

< All APIs

A

What type of permissions does your application require?

Azure Service Management

management.azure.com/ Docs [

Delegated permissions Application perr )

Your application needs to access the API as the signed-in user

Select permissions

a reply url to filter these result
Permission Admin consent required
\/ Permissions (1)
user_impersonation

Access Azure Service Management as organization users (preview)

Add permissions Discard




7. On the DNSProxy Application - APl Permissions page, select Grant admin consent.

Home > TitanHQ > DNSProxy

< DNSProxy | APl permissions =

Search (Ctrl+/ ‘1:_,3 Refresh P Got feedback?
B Overview
o vervieVs 0 Successfully granted admin consent for the requested permissions.
& Quickstart
# Integration assistant Configured permissions

Applications are authorized to call APIs wh

Manage all the permissions the application needs

B Branding
-+ Add a permission \/ Grant admin consent for TitanHQ

—:’) Authentication
APl / Permissions name Type Description Admin consent req...  Status
Certificates & secrets
WV Azure Service Management (1
fl' Token configuration B
user_imperscnation Delegated Access A Service Management as organization use - 0 Granted for TitanHQ

= APl permissions
WV Microsoft Graph (5)

@ Expose an AP

Audittog.Read A Application Read all audit log data Yes 0 Granted for TitanHQ
8 App roles | Preview
Directory.Read A Application Read directory data Yes @ Granted for TitanHQ
# Oowners
Group.Read All Application Read all groups Yes @ Granted for TitanHQ
s Roles and administrators | Preview i s . s
Delegated  Sign in and read user profile - @ Granted for TitanHQ
M Manifest =
Application Read all users’ full profiles Yes 0 Granted for TitanHQ
Support + Troubleshooting
éa’ Troubleshooting To view and manage permissions and user consent, try Enterprise applications.

@ '
s New support request

Add Custom Role Assignment

Custom roles are used to harden access of the DNSProxy application rather than using the Azure built-in permission which are currently more
liberal with access rights.

1. In the Search Bar type subscriptions, Select subscriptions from the results.

L subscriptions >4
Services Marketplace See al
Subscriptions 3 SharpCloud Subscriptions
22, Event Grid Subscriptions LY Barracuda WAF Add On Subscriptions
&, Service Bus £Y officeatwork | Premium Support Subscription
[*#) Resource groups Y MedStack Control Annual Subscription
Resources Documentation see al
No < W <m ~ ~ 1 A -
No results were found. Subscription decision quide - Cloud Adoption Framework ...
Create an additional Azure subscription | Microsoft Docs

Azure subscription states | Microsoft Docs

Subscriptions in Azure APlI Management | Microsoft Docs

Resource Groups

Na results were found

B .
= ry searching in Activity Log

\\ 4

Try searching in Azure Active Directory

nag a bscnolior ! i

2. On the Subscriptions page, locate Access control (IAM), Select Roles, Click on + Add, and Select Add custom role.



3, Development [ | Access control (IAM

3. On the Custom Role page, Select JSON, and Click on Edit.

|
Create a custom role

a. Copy & paste the following JSON into the text box. b. Click on Next

{
"properties": {
"roleName": "AzureADAgent Resource Reader",
"description”: "Read ResourceGroups, Virtual Machine & Network Interface Data",
"assignableScopes": [

"/subscriptions/3f51630f -4c88-4fba-b57a-5c39b5662a2f"
1,
"permissions": [
{
"actions": [
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/diagnosticIdentity/read",

"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/networkInterfaces/read"




"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/instanceVi ew/read",
"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/read",
"Microsoft.Resources/subscriptions/resourceGroups/read"

1,

"notActions": [],

"dataActions": [],

"notDataActions": []

4. Select Create.

[
Create a custom role

Basics

Permissions

Assignable Scopes

On the Subscriptions page, locate Access control (IAM), Select Roles, In the roles search bar type AzureADAgent Resource Reader.

IMPORTANT: It may take a few minutes for the custom role to propagate everywhere in the tenant.

|
2, Development (N | Access control (IAM)

0




5. On the Subscriptions page, locate Access control (IAM) and Select Add Role Assignment.

Services SUDSCr

stions > Development |GG
& Development | | Access control (IAM)

Search (Ctrl+ T Add J Download role assignments
-

Overvie

Check access Role assignments Roles
Activit _—

Mo Access control (IAM)
My access
View my level of access to this resour

‘ fags

Check access

&?5 Diagnose and solve problems

Review the | D £55 @ User,

to this res

Events managed identity

Find (

User qQroup, or service pr lllr‘l.l'

# Advisor recommendations

Billing
Q) External services

= Payment methods

R Partner information

Settings v

Deny assighments

up, service principal, or

O Got feedback?

Classic administrators

Grant access to this resource

Grant access to resources by assigning a role

Add role assignments

View access to this resource

v the role assignments

other resources

:

View deny assignments

> role assignments that have been denied

ecitic actions at this scope.

that grant access to this

ar

vd

6. On the Add role assignment pane, add:

Add role assignment

Discard

a. In the Role dropdown, select AzureADAgent Resource Reader.

b. In the Assign access to dropdown, select User, group, or service principal.

c. Select DNSProxy.

d. Click Save.

Gather configuration settings

This section shows you how to get the following settings for your tenant:

e C(lientID
e C(lient secret




Get your application's client ID

To get your application’s client ID:

1. In the Azure portal, on the left navigation pane, click Azure Active Directory.

2. Select your application from the App Registrations page.

T TitanHQ | Overview

El

Manage
-
—

&8 Gro

3. Take note of your Client ID.

Home > TitanHQ >

i DNSProxy =

|,O Search (Ctrl+/) I « @ Delete @ Endpoints Preview features

SRR, o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

&5 Quickstart

y . .
# Integration assistant

—3 Authentication

\ Essentials

Display name

: DNSProxy

Supported account types

: My organization only

Manage Application (client) 1D : [ N R Redirect URIs : Add a Redirect URI
= Branding Uirectary (tenant) ID _ Application ID URI : Add an Application ID URI
Object ID s ] Managed application in I.. : DNSProxy

Get your application’s client secret

To get your application's client secret:

1. Select Certificates and Secrets on the APl Application page, in the Client Secrets section, click + New Client Secret.



https://portal.azure.com/
https://portal.azure.com/
https://portal.azure.com/

DNSProxy

DNSProxy | Certificates & secrets =

1INHC

B Overview .
e Add a client secret
&% Quickstart Descrintinn
7 sistant { DNSProxy

anage

B Bra

9 Authentication ®) Never

Certificates & secrets
Cancel

whiguration
<~ AP permissions
@ Expose an API

& Appro Client secrets

es | Preview

# Owners A secret string that the application uses to prove its identity when requesting a an b
sa Roles and administrators | Preview
New client secret
M Manifest
Description Expires Value
Support + Troubleshooting
No client secrets have been created for this application.

412) Troubleshooting

& New support request

eferred to as application password

1D

2. On the Add a client secret page, add:
a. In the Description textbox, type DNSProxy Secret.
b. As Expires, select Never.
c. Click Save.

d. Copy the key value.

3. Take note of your client secret.

Home TitanHQ

DNSProxy

DNSProxy | Certificates & secrets =

h (Ctrl+/ V.

Got feedback?

0 Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this blade.
& Quickstart

Credentials enable ¢

onfidential applications to identify themsel at a web add

s to the authentication service when receiving tokens

;.' Integration assistant scheme). Fora h gher evel o

rance, we recommend using a certificate (instead of a client secret) as a credentia

Manage
Certificates

R Rrand
&d Branding

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be

9 Authentication erred to as public keys

Certificates & secrets % iload ’
r pload certificate
Il Token configuration

Thumbprint Start date Expires ID

= APl permissions

No certificates h

been added for this application

@ Exg

an APl

&2 App roles | Preview

O‘\‘A‘HP’* <
Client secrets

s Roles and adr

tors | Preview
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

M Manifest

Support + Troubleshooting New:clientsecrs

; Troublesho: Description Expires Value ID
& New support request DNSProxy-Secret 12/

ssable location (using an HTTPS




Configure WebTitan Azure AD Enterprise App on DNS Proxy

1. On your DNSProxy locate Active Directory and Click on Add.

E B O TITAN

DNS PROXY

Network Cloud Credentials Active 1o Tima Change Password Updates ShutdownRestan

“ Edit Aclive Direclory Domain (Azure

Type: -
Liarmanm;
Axuire Tenant Tel: _
Azure Client Td: I
Azure Client Secret: ]
Azure Subs=scription Id: ]
Enable pericdic impart; [+

L sen

Impaat Treqiesncy:

3. On the Active Directory Servers table Select Azure AD tickbox and Click on Import Users.

EATITAN

4. On the Synchronization Status table Click on Import Users.

B TITAN v 8

[ ActveDiecioy Servers 0
/]

[ omcvonamsonsians N o
WIC F A \ . L youl ca Date Tene sl Synch 8 ] Last Syncheanie ' E
I | |




Configure Multiple DNSProxies with WebTitan AzureAD Enterprise App

Primary DNSProxy Basic Setup

1. On your DNSProxy locate Network->DNS Settings a. Enter your WebTitan Cloud IP in the text area and Click Add b. Click Add in the
WebTitan Cloud DNS Servers section and Enter your WTC IP into the modal box.

Logged In: admin | Logout

W E B B2\ TITAN Version: 2.08 (Buik 19612)
DNS PROXY License: -
WTC IP: -
Configuration Logs Troubleshooting

Network ~ Cloud Credentials ~ Active Directory ~ Synchronization ~ Devices Time ~Change Password  Updates  Shutdown/Restart
Network Configuration (2}
1P CONFIGURATION HOSTNAML @ TERMINAL SERVERS STATIC ROUTES

WebTitan Cloud IP: [ ] Save
IP Address ~ Options
WebTitan Cloud DNS Servers: I -
Add..
‘ Domain - Action DNS Server(s) Last Modified Options.
Exceptions:
Add..

6 Success: WebTitan Cloud DNS Servers updated

2. Locate the Cloud Credentials tab, enter the credentials of Customer Account from your WTC & Click Save

Logged In: admin | Logout

W E B (B2 TITAN Version: 206 (Buid 19612)
DNS PROXY License: -
wrc - S
Configuration | Logs | Troubleshooting

Network ~ Cloud Credentials ~ Active Directory ~ Synchronization Devices Time Change Password Updates  Shutdown/Restart

Cloud Credentials (2]

WebTitan Cloud Email address: ] =

s
Password: s Save

6 Success: WTC account updated

3. On your DNSProxy locate Active Directory and Click on Add.

W E B B TITAN

DNS PROXY

Network Cloug Credentials Active Directory Time Change Password Updates Shutdown/Restarn

4. On the Add Active Directory modal Select Active Directory from the dropdown menu.

0 Edit Active Directory Domain (10.1.0.100)

Type: Active Directory Server »
Domain:
IP Address/DNS Name:

Search Base

Server login user:
Server login password: esssssssssssssssssssssssessssssstee
Enable periodic import:

Import frequency: 24 -

5. On the Add Active Directory modal Select Azure Active Directory from the dropdown menu.



© Edit Active Directory Domain (Azure)

Type: Azure Active Directory =
Domain:

Azure Tenant Id:

Azure Client Id:

Azure Client Secret:
Azure Subscription Id:
Enable periodic import:

Import frequency:

Cancel

Secondary DNSProxy Basic Setup

1. On your DNSProxy locate Network->DNS Settings a. Enter your WebTitan Cloud IP in the text area and Click Add b. Click Add in the
WebTitan Cloud DNS Servers section and Enter your WTC IP into the modal box.

Logged In: admin | Logout
Version: 2.06 (Build 19612)
License: -
WTC IP: -

W E B B\ TITAN

DNS PROXY

Configuration | Logs | Troubleshooting

Network  Cloud Credentials  Active Directory ~ Synchronization Devices Time Change Password Updates  Shutdown/Restart

Network Configuration @
1P CONFIGURATION HOSTNAM® W ERMINAL SERVERS STATIC ROUTES

WebTitan Cloud IP: | ] RAVe
IP Address ~ Options
WebTitan Cloud DNS Servers: _ o
Add.
‘ Domain 4 Action DNS Server(s) Last Modified Options |
Exceptions:
‘ No domains rerouted ‘
Add.

0 Success: WebTitan Cloud DNS Servers updated

2. Locate the Cloud Credentials tab, enter the credentials of Customer Account from your WTC & Click Save

Logged In: admin | Logout
Version: 2.06 (Build 19612)
License: -

WTC IP: I

W E B B TITAN

DNS PROXY

Configuration Logs Troubleshooting

Network  Cloud Credentials ~ Active Directory  Synchronization Devices Time Change Password Updates Shutdown/Restart

°

WebTitan Cloud Email address: ]

Password: s = Save

0 : WTC account up




Secondary DNSProxy Synchronization Setup

1. On your DNSProxy locate Synchronization and Click on Set Secondary.

W E B (B2 TITAN

DNS PROXY
Configuration Logs Troubleshooting
Network  Cloud Cved(mliais Active Directory  Synchronization  Devices Time Change Password Updates Shutdown/Restart
DNS Proxy Instance Type: Primary

List of DNS Proxy instances synchronized:

‘ Instance IP a Clientld Client Secret Last Synchronization Date Time Last Synchronization Status Last Synchronization Log

Logged In: admin | Logout
Version: 2.06 (Build 19612)
License: -

wrc i I

o

Set Secondary

Options

‘ No DNSProxy instance configured

Add...

2. Take Note of the Credentials Displayed for entry onto the Primary DNSProxy

Primary DNSProxy Synchronization Setup

1. Locate the Synchronization tab, enter the credentials for Secondary DNSProxy & Click Save.

0 Add DNSProxy Instance

Instance IP: _ -

Client 1D: 1 =

Client Secret: |

W E B B2\ TITAN

DNS PROXY

Configuration Logs Troubleshooting

Network  Cloud Credentials  Active Directory  Synchronization Jevices Time Change Password Updates Shutdown/Restart

DNS Proxy Instance Type: Primary

List of DNS Proxy instances synchronized:

Logged In: admin | Logout
Version: 2.06 (Build 19612)
License: -

wic - [

(7]

Set Secondary

Instance IP « Client Id Client Secret Last Synchronization DateTime Last Synchronization Status Last Synchronization Log
L 1 T ——
=
0 : DNSProxy inst added

Options

X

Push Add...

2. On the Active Directory Servers table Select Azure AD tick box and Click on Import Users.




W E B B2\ TITAN

Logged In: admin | Logout
Version: 2.06 (Build 19612)

DNS PROXY 43R
WTC |

Configuration Logs Troubleshooting

Network  Cloud Credentials  Active Directory ~ Synchronization Devices Time Change Password Updates  Shutdown/Restart

)
Type  Server a Base Entry (DN) Last Import Imported users. Imported groups Options |
Active Directory 10.1.0.100 DC=copperf,DC=local 0 0 2 X
Azure AD Azure AzureAD 0 0 7 X

Import Users Add..

Synchronization Status

WTC IP Address -

Customer

Last Synchronization DateTime

Last Synchronization Info Last Synchronization Error

Sync Users

3. On the Synchronization Status table Click on Import Users.

WE B B\ TITAN

DNS PROXY

Logged In: admin | Logout
Version: 2.06 (Build 19612)

Configuration Logs Troubleshooting
Network  Cloud Credentials  Active Directory ~ Synchronization Devices Time Change Password Updates Shutdown/Restart
Active Directory Servers 7]
Type _ Server ~ Base Entry (DN) Last Import Imported users Imported groups Options |
Active Directory 10.1.0.100 DC=copperf,DC=local 30 March 2021, 10:21:49 124 17 /s X
Azure AD Azure AzureAD 30 March 2021, 10:22:13 297 243 x
Add...

Synchronization Status

Customer Last Synchronization Date Time

Last Synchronization Info Last Synchronization Error

30 March 2021, 10:23:53

WTC IP Address

‘ 6 Success.

416 User(s), 192 Group(s) Synchronized

Sync Users

4. Locate the Synchronization tab and Click on Push.

W E B (B2 TITAN

DNS PROXY
Configuration Logs Troubleshooting
Network  Cloud Credentials  Active Directory  Synchronization = Devices Time Change Password Updates  Shutdown/Restart

DNS Proxy Instance Type: Primary

List of DNS Proxy instances synchronized:

Logged In: admin | Logout
Version: 2.06 (Build 19612)
License: qwerty

e v I

(2]

Set Secondary

Instance IP Client Id Client Secret Last Synchronization DateTime Last Synchronization Status Last Synchronization Log Options
| 1 I 2021-03-3009:24:33 200 Synchronization was made successfully x
6 The request to push data to DNSProxy i was made Push Add;:
Confi A VNet t DNSP
. . .
1. Navigate to the DNSProxy VM and take note of its Private IP Address.
Home Resource groups Ipm-azure-ad-agent
K1 DNSProxy-206.01 =
al machine
| h (Ctrl+ | Connect ¢ Restart [ Stop li] Delete () Refresh [l n mobile
BB Gverview - \ Essentials
B Activit log group (change) : apm-a ad-agent Operat Linux ( sd 11.2)
Activity log - 9
Status Running Standard DS1v2 (1 vepus, 3.5 GiB memory
%o Access control (IAM)
Location Public IF s 0.71.182.21
L 4 Tags
Subscription (change Virtual network/subnet : aadds-vnet/aadds-subnet-01
//Q’ Diagnose and solve problems "
Subscription IC name figure
Settings Tags (ct Click here to add tags
& Networking .
Properties nitoring Capabilities (7) Recommendations Tutorials
& Connect
8 Disks Kl virtual machine 3 Networking
Computer name dnsproxy-az.example.com c IP address 17
B size
Operating system Linux (freebsd 11.2) cIP (IPvE) -
0 Security
Publishe Private IP addres 10.101.1.6
® Offer Pv6
ul Ple - net adds-vnet/aadds-subnet-01
& Continuous delivery Vi DNS name onfig
B Availability + scaling g
9999 n Size
& Configuration N Standard DS1v2
Identity VCPUs 1

"
il Properties Proyimity placement araun

35GiB




2. Navigate to the VNet page, in the left-hand navigation pane locate DNS Servers & Click on it.

~.» aadds-vnet =

Virtual network

K
1
a
:
0

f Diagnose and solve problems

Settings

Address space

5’ Connected dev

D

. '.V'”’:‘l S
DDoS protection
Firewall

secunty

He e e

DNS servers
Peerings

& Service endpoints
Private endpoints

lll |
| Froperties

LOCKS

3. On the DNS Server page, Select custom and Add the Private IP of the DNSProxy.

Home Resource arouns

Q 1-al e-ad-agens acicds-vne

== aadds-vnet | DNS servers
m Vit |

tual network

A Virtual machines within this virtual network must be restarted to utilize the updated DNS server settings

. Access control (IAM) DNS servers
Detault (Azure-provided)
®  Custom

¢~ Diagnose and solve problems

: IP Address
Settings

Address space

,’5’ Connected devic

D
m
v

Subnets

DDoS protection

Security

0
& Firewall
o

DNS servers

Peerings

@ Servi ipoir

4y Private endpoints

[} Properties

{ e ~

IMPORTANT: You must restart the DNSProxy immediately after this step.

IMPORTANT: All VM must be restarted for them to use the DNSProxy for processing DNS request, they will keep using the oldDNS
settings till restarted.




Configure DNSProxy with Azure Specific Redirects

1. On DNSProxy Navigate to Configuration->Network->DNS Settings

W E B (B2 TITAN

DNS PROXY

Configuration Logs Troubleshooting

Network  Cloud Credentials  Active Directory  Synchronization Devices Time Change Password Updates  Shutdown/Restart

IP CONFIGURATION = HOSTNAME BISISEISRIel TERMINAL SERVERS  STATIC ROUTES

).ogged i admin | Logout
Version: 2.06 (Build 19984)
License: 1234

WTIC IP: 52.211.117.97

WebTitan Cloud IP: 52211 11797 Save
| 1P Address ~ Options
WebTitan Cloud DNS Servers:
52 2 x
Add
: |_Domain  Action DNS Server(s) Last Modified Options
Exceptions: ro— - . - — .
P ‘ No domains rerouted
Add.

2. On the Redirect Pane click on Add

o Add Domamn

Domain |
Action Rl -

Serveris):

The following list is by no means exhaustive:

core.windows.net
internal.cloudapp.net
prd.aadg.trafficmanager.net
prd.ags.akadns.net
prd.ags.msidentity.com
prd.ags.trafficmanager.net

privatelink.msidentity.com

These domains have been observed as windows azure related lookups that generate a lot of noise in the history on WTC.




Troubleshooting DNSProxy Deployment

Error: The access token is from the wrong issuer

az account get-access-token needs to be applied in Azure Cloud Shell

The access token is from the wrong issuer 'https://sts.windows.net/642f1773-84ee-4a58-81b8-1b2c13bdaad93/'. It must match the
tenant ‘'https://sts.windows.net/896d169%0-ffab-4391-8348-fclb4644dfdd/"' associated with this subscription.
Please use the authority (URL) 'https://login.windows.net/896d169b-ffab-4391-8348-fclb4644dfdd' to get the
token. Note, 1if the subscription is transferred to another tenant there is no impact to the services, but
information about new tenant could take time to propagate

Error: The subscription is not registered to use namespace
The Resource provider for the mentioned namespace needs to be made available to your tenant.

StatusCode: 409
ReasonPhrase: Conflict
ErrorCode: MissingSubscriptionRegistration
ErrorMessage: The subscription is not registered to use namespace 'Microsoft.Network'. See https://aka.ms/rps-
not-found for how to register subscriptions.
Additional details:
Code: MissingSubscriptionRegistration
Message: The subscription is not registered to use namespace 'Microsoft.Network'. See https://aka.ms/rps-
not-found for how to register subscriptions.

Navigate to Resource providers, search for the missing namespace, highlight it and click on register

Home > Subscriptions > Pay-As-You-Go

y= Pay-As-You-Go | Resource providers

Subscription

7t N\
) Refresh

NEUUILE YIUups

Microsoft.network

i2 Resources
Preview features
= Usage + quotas Provider Status
2 Policies Microsoft.Network € NotRegistered
%= Management certificates
>, My permissions

Resource providers
mm Deployments
Il Properties

o
[1:] Resource locks

Support + troubleshooting

@ New support request




Troubleshooting WebTitan AzureAD Enterprise App

This section lists the common error messages you may run into while accessing activity reports using the Microsoft Graph API and steps for their
resolution.

Error: Tenant is not B2C or tenant doesn’t have premium license

Accessing sign-in reports requires an Azure Active Directory premium 1 (P1) license. If you see this error message while accessing sign-ins, make
sure that your tenant is licensed with an Azure AD P1 license.

Error: Application missing AAD 'Read directory data’' permission

Follow the steps in the [Prerequisites to access the WebTitan AzureAD Enterprise App] to ensure your application is running with the right set of
permissions.

Error: Application missing Microsoft Graph API 'Read all audit log data’' permission

Follow the steps in the [Prerequisites to access the WebTitan AzureAD Enterprise App] to ensure your application is running with the right set of
permissions.

Error: Access token validation failure. Invalid audience.

Follow the steps in the Prerequisites to access the WebTitan AzureAD Enterprise App to ensure your application is running with the right set of
permissions.



